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Class Introductions - the Instructor

e PhD Candidate in Technology and Information Systems;

e Invited Assistant Professor at the University of Minho;

e Work as Researcher and Information Systems Engineer at ALGORITMI Centre;

e Worked with many RDBMS like OracleDB, MySQL, PostgreSQL, MS SQL Server,
Redis, Cassandra, Neo4j, etc;

e Worked at Bosch Car Multimedia — Braga as researcher, developer and data
engineer;

e Work in different Data Science projects.



Class Introductions

e Briefly introduce yourself:

O

o O O O

Name

Title or position

Company

Experience with database systems
Expectations




Laboratories

e Presences
® https://skillstep.pt/Presencas
® Autentication with
® Course reference
® Your name (from list)
® |Internal presence controll

e Evaluations (last day)
® https://skillstep.pt/Avaliacoes

® Autentication with
® Course reference
® Your name (from list)


https://skillstep.pt/Avaliacoes
https://skillstep.pt/Avaliacoes

Laboratories open up
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Your laptop PostgreSQL 16



e Introduction

o Introduction to Databases
Data Normalization
Indexes, Relationships and Keys
Introduction to RDBMS
Introduction to PostgreSQL 16

o O O O



e Installation and Configuration
o Downloading PostgreSQL 16 (Enterprise vs Open Source)
o Installation and Service Configuration
o Using the Command Line Client

e Install Admin Tools
o pgAdmin
o phpPgAdmin



Administration and Security

o Using pgAdmin
o Accepting External Connections
Databases, Tables, Schemas, Tablespaces, Other Objects
o Creating Databases
o Creating Tables
o Inserting, Viewing and Deleting Data
Users and Roles
o Roles - Creating and Deleting Users
o Roles - Assigning Permissions

pgaudit extension




e Performance & Tuning

e Backing Up and Restoring Databases

e Replication
o Master Server Setup

o Replication - Slave Server Setup
e Database Clustering



e Datatypes

Introduction to Datatypes
Character Datatype
Numeric Datatype

Serial Datatype

Boolean Datatype
Special Datatype - NULL
Date Datatype

Time Datatype
Timestamps

O 0O 0O O O O O O o




e Conclusion

o NoSQL Use Cases and PostgreSQL
o Big Data Processing




Introduction to Databases

e What is a Database

o Anorganized collection of data;

o Normally a Database is also called a Database
Management System or DBMS;

o Examples are Oracle, PostgreSQL, MySQL, MariaDB,

o or NoSQL databases like, MongoDB, Cassandra or
Elasticsearch;




Introduction to Databases

e Types of Databases, examples

Relational Database
NoSQL Database
Spatial Database
Unstructured Database
Data Warehouse

o O O O O




Introduction to Databases

e NoSQL vs SQL Databases

NoSQL

REY @[ &

Gaming Social Web

Mobile  Enterprise

> [0 EER

Key/value store LTS Column family store
database

SQL

© P

Web Mobile

H =

Enterprise  Data mart

Relaticnal table storage

Relationships use joins




Data Normalization

e What is Data Normalization
o The process of structuring a relational database in order
to reduce or eliminate redundancy of data in a database
and improve data integrity;

2nd Normal Form - All attrib (Non-Key Coll ) dependent on the key

Primmary Koy
Cust Name
Alan Seminh 35 Padm S1, Miamd
i Woger Banks | 47 Campun Rd, Beston
wivondd Evan Wilson 28 Rock Av, Derwer
Cvan Wilson 28 Rock Av, Derver
Alan Serits 47 Campun Bd, Bonton

3rd Normal Form - All Fields (cols ) can be d ined Ondy by the Key in the table and and no other column




Indexes, Relationships and Keys open up

A composite Index confains more
than one column in a specific order
Allan, Ethen n this case, Last Mame comes first

Allan, John Table

Cornposite Index

e What is an index

o A database index is a data structure that

. i Cooper. Stephen 1 Dale Greenburg
improves the speed of data retrieval Cooper, Thomas 2 Elen W
operations on a database table at the cost of Faust, Liz 3 Ethen  Allan
additional writes and storage space to Greenburg, Dale 4 John  Allan
. . . Greenburg, Mike I i 5 Lz Faust
maintain the index data structure.
Greenburg, Sirmon >| &  Mike Greenburg I
. B T Simen  Greenburg
o Indexes are used to quickly locate data Wu, Ellen “>[&  stephen cooper |
without having to search every row in a - Thomas Cooper
database table every time a database table is e -

accessed



Indexes, Relationships and Keys

openUP

e What are Data Relationships

(@)

A relationship is established between two
database tables when one table uses a
foreign key that references the primary key
of another table.

This is the basic concept behind the term
relational database.

|23 Retationships.

f Directors

¥ DirectorlD
Director
Notes

L

(i Categories

¥ CategonyiD
Category
Notes

’

Videos
¥ VideolD

Title
DirectorlD
Copyrightyear
Length
CategonylD
Rating
Notes

VideosAndActors
¥ videoActorlD
VideolD
ActorlD

Actors
¥ ActoriD
Actor
Notes

J
ln




Indexes, Relationships and Keys

e What are Keys

A DBMS key is an attribute or set of an
attribute which helps you to identify a
row in a relation. They allow you to find
the relation between two tables.

Keys help you uniquely identify a row
in a table by a combination of one or
more columns in that table.

Agents
Koy ——<| AgentID | Agent First Name | Agent Last Name | Date of Hire [ Agent Home Phone

100 | Stella Rosales 05/16/95 553-3992

101 |Steve Pundt 10/15/95 790-3992

102 | Randi Nathanson 03/01/96 551-4993

Forexgn Key
Entertainers
“,(",,"‘“’ —4->{ Entertainer 1D | AgentID |  Entertainer Name Entertainer Phone | << other fields >>

9001 100 | Jaz Time 555-9928 | @ ..
9002 101 | The Mike Hernandez Trio 959-8837 | @ ...
9003 100 | The Country Squires 709-3542




Introduction to RDBMS

e What is an RDBMS m—
-— —

o Stands for "Relational Database Management — .
System." An RDBMS is a DBMS designed S== i B
specifically for relational databases. Therefore, A - -
RDBMSes are a subset of DBMSes. R — —

—_— - =

o Arelational database refers to a database that s .|_|_" —
stores data in a structured format, using rows . _
and columns. r— — B |



Introduction to RDBMS

e What is an RDBMS

o Datais assumed to have relationships
with other data in the database;

o The usage of indexes and keys is
generally ubiquitous inside a RDBMS;




Introduction to RDBMS

e RDBMS Key Concepts

o Datais organized into tables of rows
and columns with a unique key for
each row;

o Each entity type is the database has is
own table;

o Rows ina table can be linked to rows
in other tables through the storage of
the unique key of the row it needs to
be linked to (the foreign key);

o SQL is used as the language for :
querying and maintaining the | oo 1

database. P o e

- Sy Sty B

o= et ot C s
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Introduction to PostgreSQL

e What is PostgreSQL ?

o Itis a RDBMS similarto Oracle, MySQL,
MariaDB, SQL Server, and others;

o Comes in an Enterprise version with
additional functions, features and support;
and also an Open Source version freely
downloadable with community support;

o  Supports both SQL (relational) and JSON
(non-relational) querying.

Postgre SQL



Introduction to PostgreSQL

e PostgreSQL Features

o AllRDBMS SQL
m Primary Keys
m Foreign Keys
m Transactional Integrity
m etc
o Plus some NoSQL features
m Document Database-JSON POStg e SQI_
Key-Value Pairs - HSTORE

JSONB - Binary JSON
Combining ANSI SQL Queries and JSON Queries




Introduction to PostgreSQL

e PostgreSQL has many advanced features that other enterprise-
class database management systems offer, such as:

User-defined types
Table inheritance

Sophisticated locking mechanism

Foreign key referential integrity
Views, rules, subquery

Nested transactions (savepoints) POStgreSQI—
Multi-version concurrency control (MVCC)

Asynchronous replication



Introduction to PostgreSQL

e The recent versions of PostgreSQL support the
following features:

Native Microsoft Windows Server version

Tablespaces

Point-in-time recovery

Postgre SQL

e And more new features are added in each new
release.



Introduction to PostgreSQL

e Lots of Management Tools

PgAdmin
phppgadmin
DbVisualizer
pgaccess
pgShark

© O O O O

Postgre SQL



Introduction to PostgreSQL

e Supported Operating Systems

Linux - several distributions
Mac OSX

MS Windows

HP UX

AlIX

Solaris/Sun 0S
Cygwin - Linux environment in MS Windows POStgreSQI_

o 0O O O O O O
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Audit Logging with PostgreSQL

-~ ~

f

Improve security

by providing records of all
IT activity

Advantages of an Audit Log

Y4 COMPUANT

=N

Prove compliance

for common regulations like
HIPAA and PCI DSS

)
N/

()

o L
ol \/
=
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o

Gain insight

to view user activity and
improve security
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Manage risks

and demonstrate your
success 1o stakeholders



Audit Logging with PostgreSQL

The options we have in PostgreSQL regarding audit logging are
the following:

e By using exhaustive logging ( log_statement = all )
e By writing a custom trigger solution
e By using standard PostgreSQL tools provided by the
community, such as
audit-trigger 91plus
(https://github.com/2ndQuadrant/audit-trigger)
pgaudit extension
(https://github.com/pgaudit/pgaudit)

PGAudit

PostgreSQL Auditing Extension



https://github.com/2ndQuadrant/audit-trigger
https://github.com/2ndQuadrant/audit-trigger
https://github.com/2ndQuadrant/audit-trigger

pgAudit: Auditing Database Operations

Session Auditing

Session auditing allows administrators to choose classes of
statements to log:

e READ (SELECT and COPY when the source is a relation or a
query)

e WRITE (INSERT, UPDATE, DELETE, TRUNCATE, and COPY
when the destination is a relation)

e FUNCTION (Functions and DO blocks)

e ROLE (GRANT, REVOKE, CREATE/ALTER/DROP ROLE)
e DDL (Al DDL not included in ROLE)

e MISC (DISCARD, FETCH, CHECKPOINT, VACUUM)

PGAudit

PostgreSQL Auditing Extension



pgAudit: Auditing Database Operations

Session Auditing

Session auditing allows administrators to choose classes of
statements to log:

COMMANT STATEMENT
o ST

AUDIT: SESSIOM,1,1,READ,SELECT,,,SELECT * FROM account,
<not logged>

PGAudit

PostgreSQL Auditing Extension

AUDIT: OBJECT,1,1,READ,SELECT,TABLE,public.account, SELECT *

FROM account,<not logged> OBIECT NAME

OBJECT_TYPE



pgAudit: Auditing Database Operations

PGAudit

PostgreSQL Auditing Extension

12-Lab -Install and use PGaudit



https://docs.google.com/document/d/1_GsDGkxuM0ShaeatBhbcReLHqf692rUk4wDvfsxkcpQ/edit?usp=sharing
https://docs.google.com/document/d/1_GsDGkxuM0ShaeatBhbcReLHqf692rUk4wDvfsxkcpQ/edit?usp=sharing
https://docs.google.com/document/d/1_GsDGkxuM0ShaeatBhbcReLHqf692rUk4wDvfsxkcpQ/edit?usp=sharing
https://docs.google.com/document/d/1_GsDGkxuM0ShaeatBhbcReLHqf692rUk4wDvfsxkcpQ/edit?usp=sharing
https://docs.google.com/document/d/1_GsDGkxuM0ShaeatBhbcReLHqf692rUk4wDvfsxkcpQ/edit?usp=sharing
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Authentication and Authorization

PostgreSQL provides various methods for authenticating users:

e  Trust - which simply trusts that users are who they say they are.
e Password - which requires that users send a password.
o scram-sha-256 - The method scram-sha-256 performs SCRAM-SHA-256 authentication, as described in RFC
7677. This is the most secure of the currently provided methods, but it is not supported by older client libraries.
o md5 - It prevents password sniffing and avoids storing passwords on the server in plain text but provides no
protection if an attacker manages to steal the password hash from the server. Also, the MDS5 hash algorithm is
nowadays no longer considered secure against determined attacks.
o password - The method password sends the password in clear-text and is therefore vulnerable to password

“sniffing” attacks. It should always be avoided if possible.



Authentication and Authorization

PostgreSQL provides various methods for authenticating users:

e GSSAPI - which relies on a GSSAPI-compatible security library. Typically this is used to access an authentication server
such as a Kerberos or Microsoft Active Directory server.

e SSPI - which uses a Windows-specific protocol similar to GSSAPI.

e Ident- which relies on an “Identification Protocol” (RFC 1413) service on the client's machine. (On local Unix-socket
connections, this is treated as peer authentication.)

e Peer - which relies on operating system facilities to identify the process at the other end of a local connection. This is

not supported for remote connections.



Authentication and Authorization

PostgreSQL provides various methods for authenticating users:

e LDAP - which relies on an LDAP authentication server.

e RADIUS - which relies on a RADIUS authentication server.

e Certificate - which requires an SSL connection and authenticates users by checking the SSL certificate they send.
e PAM - which relies on a PAM (Pluggable Authentication Modules) library.

e BSD - which relies on the BSD Authentication framework (currently available only on OpenBSD).



Authentication and Authorization

Configuration file to set authentication methods:
/etc/postgresql/16/main/pg_hba.conf

@ tomanic@postgres-aluno-ac ~ - Googhe Chrome — 0 o :

| @ ssh.cloud google com/projects/formacac-postgres] 2-admin/zones/us-central 1-a/instances/postgres-aluno-x?authuser s D&chl=en_US8iproject




Authentication and Authorization

PostgreSQL Authorization:

e ROLE
e USER - ROLE + Login

LOGIN
[CHEME USEFIJ — [GHE&TE HULEJ el [ PERMISSION J
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SQL Dump:
Extract database to a script or archive

A

L Restore anywhere l_ Current state only
Continuous Archiving / PITR:

l — Simple and flexible l_ Large files File System + WAL

No snapshot needed l_ Most complicated
File System Level Backup:
Directly copy the files used to store data ‘ Continuous backups l __ Version dependent

o Point-in-time l_ All or nothing
l — Faster Requires shutdown

| l - L Creates warm standby l_ Large archive storage
Entire cluster — Version dependent

l_ No lock contention l — All or nothing

e Near-instant l_ Includes bloat
recovery




Backup and Restore pg_dump open up

To backup one database, you can use the pg_dump tool. The pg_dump dumps
out the content of all database objects into a single file.

Ex: pg_dump -U postgres -W -F t dvdrental > /tmp/dvdrental.tar

e -U postgres: specifies the user to connect to PostgreSQL database server. We used postgres
in this example.
e -W: forces pg_dump to prompt for the password before connecting to the PostgreSQL
database server.
e -F:specifies the output file format
o c: custom-format archive file format
o d: directory-format archive
o ftitar
o p:plaintext SQL script file.



Backup and Restore pg_dump open up

To backup all databases use the pg_dumpall tool that allows you to backup all
databases at once. However, it is not recommended to use this tool because of
the following reasons:

e The pg_dumpall program exports all databases, one after another, into a
single script file, which prevents you from performing the parallel restore. If
you backup all databases this way, the restore process will take more time.

e The processing of dumping all databases takes longer than each individual
one so you do not know which dump of each database relates to a specific
point in time.



Backup and Restore pg_dump open up

To backup only database object definitions so that you can restore the schema
only:

-> pg_dumpall --schema-only > /tmp/definitiononly.sq|
= pg_dumpall --roles-only > /tmp/allroles.sql

-> pg_dumpall --tablespaces-only > /tmp/allroles.sql



How to backup using pgAdmin

The pgAdmin provides an intuitive user
interface that allows you to backup a
database using pg_dump tool.

v (@ Docker Container
v = Databases (6)
> = dbname
> = demo
> = demotest
> = dvdrental
> = openup
> = postgres
> “h Login/Group Roles
> [F Tablespaces
> g Openup PostgreSQL16
> é‘ PostgreSQL 16
> &7 neon server

Create >
Delete

Delete (Force)

Refresh...

Restore...

CREATE Script
Disconnect from database
ERD For Database
Maintenance...

Grant Wizard...

Search Objects...

PSQL Tool

Query Tool

Properties...



How to backup using pgAdmin

Backup (Database: dvdrental)

General
Filename
Format
Compression ratio
Encoding

Number of jobs

Role name

Data Options  Query Options

Table Options  Options

/Users/ailtonmoreira/Documents/dvdrental.tar

Tar

Select an item...

£ postgres

X Close

Objects

) Reset | W% EEEAN |

Backup (Database: dvdrental)

X
General Data Options  Query Options  Table Options  Options  Objects
Sections
Pre-data > Data B
Post-data »
Type of objects
Only data » Only schemas _»
Blobs @
Do not save
Owner B Privileges D
Tablespaces _» Unlogged table data 9 1
Comments B Publications »
Subscriptions B Security labels »

00

QopenUpP

X Close | 4 Reset | W% REALN |



How to backup using pgAdmin bﬂpen up

Backup (Database: dvdrental) x Backup (Database: dvdrental)

General Data Options  Query Options  Table Options  Options  Objects General Data Options Query Options Table Options  Options  Objects

Use INSERT » B If Schema(s) is selected then it will take the backup of that selected schema(s) only
Commands v B & public
Maximum rows per * & Tables
INSERT command > Views
> 1.3 Sequences
On conflict do » Include CREATE _» b 4
nothing to INSERT DATABASE statement
command
Include DROP D Include IF EXISTS »
DATABASE statement clause

o 0 X Close | |4 Reset [N JEEIIOIN | o 0 X Close | |4 Reset W% JCEEATM |



Backup and Restore pg_dump open up

The psql utility allows you to restore SQL script file generated by the pg_dump,
pg_dumpall or any other tools that generates compatible backed up files.

Ex: psql -U username -f backupfile.sql
To restore database objects in a particular database

Ex: psql -U username -d database_name -f objects.sql



Backup and Restore pg_dump

To restore a database backed up by the pg_dump or pg_dumpall we can use
pg_restore program.

e The pg_restore allows you to perform parallel restores using the -j option to specify the number of
threads for restoration. Each thread restores a separate table simultaneously, which speeds up the
process dramatically. Currently, the pg_restore support this option for the only custom file format.

e The pg_restore enables you to restore specific database objects in a backup file that contains the
full database.

e The pg_restore can take a database backed up in the older version and restore it in the newer
version.



How to restore using pgAdmin

» &} Docker Container

If you want to run the pg_restore via an » = oebanen 0

> = dbname

intuitive user interface instead of the < demo
> = demotest

command ling, you can use the pgAdmin ) = dvirenal

> =¥ openup Create >
restore tool. > = postgres Delete
> &b, Login/Group Roles Delete (Force)
> [ Tablespaces Refresh...
> £ Openup PostgresQL16

» & PostgreSQL 16

> & neon server

Backup...

CREATE Script

Disconnect from database
ERD For Database
Maintenance...

Grant Wizard...

Search Objects...

PSQL Tool

Query Tool

Properties...



How to restore using pgAdmin

——yn

. Restore (Database: dvdrental) X
Restore (Database: dvdrental) X

General Data Options  Query Options  Table Options  Options
General Data Options  Query Options  Table Options  Options

Sections
. Pre-data » Data B

Format Directory
Post-data _»

Filename /Users/ailtonmoreira/Documents/dvdrental (|
Type of objects

Number of jobs Only data B Only schema B

Role name £ postgres v I Donot save
Owner » Privileges _»
Tablespaces _» Comments 1
Publications _ » Subscriptions )
Security labels B Table access methods B

0 0 X Close |4 Reset
o 0 X Close 49 Reset



How to restore using pgAdmin

- o

Restore (Database: dvdrental)

X

General Data Options Query Options  Table Options  Options

Disable

Triggers _»

Miscellaneous / Behavior

Verbose messages ‘

Use SET SESSION _»

AUTHORIZATION

Exit on error )

Exclude schema

0 0 X Close  ¥2) Reset
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Postmaster Physical Files

ﬁ-i Data Files

Shared Memory WAL Files

Archive Files

—hi Log Files

Utility Processes
WAL Writer  Checkpointer Archiver m_ Autovacuum




PostgreSQL Architecture

e Postmaster - is the first process started when you
start PostgreSQL. At startup, performs recovery,
initialize shared memory, and run background
processes.

Postmaster

e shared_buffers - The purpose of Shared Buffer is
Shared Memory to minimize DISK 10

Temp Buffers e temp_buffers - session-local buffers used only for
access to temporary tables

WAL Buffers Other Buffers

e wal_buffers - a buffer that temporarily stores
changes to the database. The contents stored in
the write ahead log (WAL) buffer are written to the
WAL file at a predetermined point in time.




PostgreSQL Architecture

Physical Files
—_— e Data Files - Where the data is stored

B mxil Data Files

WAL Files e Archive Files - Copy, archive, of the WAL files

e WAL Files - a write ahead log (WAL), records
every change made to the database's data files.

e LogFiles - Log generated files
Archive Files

Log Files




PostgreSQL Architecture

Utility Processes

Writer WAL Writer Checkpointer Archiver Logging Autovacuum

e Writer - Periodically writes the dirty buffer to a file.

e WAL Writer - Write the WAL buffer to the WAL file.

e Checkpointer - When a checkpoint occurs, the dirty buffer is written to the file.
e Archiver - When in Archive.log mode, copy the WAL file to the specified directory.
e Logger - Write the error message to the log file.

e Stats Collector - DBMS usage statistics such as session execution information ( pg_stat_activity ) and
table usage statistical information ( pg_stat_all_tables ) are collected.

e Autovacuum - Fork autovacuum worker when autovacuum is enabled. It is the responsibility of the
autovacuum daemon to carry vacuum operations on bloated tables on demand.



PostgreSQL Architecture

Utility Processes

Writer WAL Writer Checkpointer Archiver Logging Autovacuum

e VACUUM — garbage-collect and optionally analyze a database

VACUUM reclaims storage occupied by dead tuples. In normal PostgreSQL operation, tuples that are deleted or
obsoleted by an update are not physically removed from their table; they remain present until a VACUUM is done.

Therefore, it's necessary to do VACUUM periodically, especially on frequently-updated tables.
e ANALYZE — collect statistics about a database

ANALYZE collects statistics about the contents of tables in the database, and stores the results in the pg_statistic
system catalog. Subsequently, the query planner uses these statistics to help determine the most efficient execution

plans for queries.


https://www.postgresql.org/docs/12/catalog-pg-statistic.html

PostgreSQL Architecture

PostgreSQL Data Types

PostqreSQL 16 Datatypes

h

t

tps://www.postgresal.org/docs/current/datat

e.html

PostgreSQL Data Types

| Numeric || Character || Dateﬂ‘lmel | Monetary

—B— K

——

. Enumera- .
\ Binary ) Boolean ) rated L GeumetncJ
Text Network Address
| Seanch | uuID Types JSON

Bit String

\ J
XML |

Range | Arrays

o 1

Composite

Object
Identifiers Pseudo Pg-lsn y



https://www.postgresql.org/docs/12/datatype.html
https://www.postgresql.org/docs/current/datatype.html
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Postmaster Physical Files

ﬁ-i Data Files

Shared Memory WAL Files

Archive Files

—hi Log Files

Utility Processes
WAL Writer  Checkpointer Archiver m_ Autovacuum




Postgres Performance and Tuning

Process manager

Daemon Process}

1. Request
2. Child Process
L
A N\
5. Results

> Backend

. 4. Query Process
3. Authenticate \_ =

PostgreSQL query request overview



Postgres Performance and Tuning

Process manager

Backend .
Process 1 )
Client 1
~ / ‘o B
Backend
Daemon Process > >
| Process 2
. J
Client 2
& -
Backend =
Process 3
. J
Client 3

PostgreSQL - forking the daemon process



Postgres Performance and Tuning

Process manager

Connection
manager
28
Parser Cost Estimates
5
: 0.2
Rewriter | | s e
A-C
1
Planner 08
= er .08 Q Use sequential
| scan
Executor
05 X
............. 6§ Use bitmap
Query processor -

The Path of a Query




Postmaster Physical Files

ﬁ-i Data Files
Users
" l

Shared Memory WAL Files

. R e e
Archive Files

—hi Log Files

Utility Processes
WAL Writer  Checkpointer Archiver m_ Autovacuum




Postgres Performance and Tuning

Shared buffers

Background Writer Checkpoint
Write dirty buffers Write all dirty

based on algorithm buffers

BEIERIIES

Cleaning the shared buffers



Postgres Performance and Tuning

Checkpoint Process

. Writes Shared buffers 1. Writes all dirty buffers

—lp

2. Marks buffers as clean Data files

3. Marks WAL as applied

>




Postgres Performance and Tuning open up

N ﬁostgreSQL DB \

{ - J Logical I/0 Physical 1/0

Process 1

Shared
Buffer

Default value:
K shared_buffers = 128MB /

very low for any typical system

Client




Postgres Performance and Tuning open up

N ﬁstgreSQL DB \

Logical I/O Physical I/O
Backend gical I/ y /
Process 1 Shared
Client ot
A starting value Dafavit valia:
will be 25% of 93
\ system RAM shared_buffers = 128MB /

very low for any typical system



Postgres Performance and Tuning

Lab: Tuning the Shared Buffers usin bench

Lab: Usin bench to benchmark the top 10 queries backeround Writer c g o
Write dirty buffers Write all dirty
based on algorithm buffers

Cleaning the shared bufters


https://docs.google.com/document/d/1FQfGXEE-iHK9yzg2kcDsH2q5ZrJbXXDCJ7uoXHhThD0/edit?usp=sharing
https://docs.google.com/document/d/1-Ob2YvQgPAJKJjDYOwqGQHzVStMjFhX8nzClai8jc_E/edit?usp=sharing
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Installation and Configuration

e |[nstallation
o Lab: Install and Configure PostgreSQL 16

m 3-Llab:Install and Configure PostgreSQL
16

m 3-lab Solution - Install and Configure

PostgreSQl 16 POStgreSQI—


https://drive.google.com/open?id=1a5SlcgoJKPuJSe9f39zqcWIZz_xp309O0syUFm588BE
https://drive.google.com/open?id=1a5SlcgoJKPuJSe9f39zqcWIZz_xp309O0syUFm588BE
https://drive.google.com/open?id=1a5SlcgoJKPuJSe9f39zqcWIZz_xp309O0syUFm588BE
https://drive.google.com/open?id=1a5SlcgoJKPuJSe9f39zqcWIZz_xp309O0syUFm588BE
https://drive.google.com/open?id=1a5SlcgoJKPuJSe9f39zqcWIZz_xp309O0syUFm588BE
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ
https://drive.google.com/open?id=1oWUBJbMFFlTzjwPgpMWGuz6g4LSuVNMzy87t41jPwVQ

Installation and Configuration

e |[nstallation
o Lab: Configure PostgreSQL 16

m 4-lab Configure PostgreSQL 16

m 4-Llab Solution - Configure PostgreSQL 16

Postgre SQL


https://drive.google.com/open?id=1bRggZiQoMJiR7AAEJkSQ0fNNsHbWq3x3JFoZipMFp9E
https://drive.google.com/open?id=1bRggZiQoMJiR7AAEJkSQ0fNNsHbWq3x3JFoZipMFp9E
https://drive.google.com/open?id=1bRggZiQoMJiR7AAEJkSQ0fNNsHbWq3x3JFoZipMFp9E
https://drive.google.com/open?id=1bRggZiQoMJiR7AAEJkSQ0fNNsHbWq3x3JFoZipMFp9E
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
https://drive.google.com/open?id=1qpfpt_GU8CWsNr1ix_DbzjlWC-ivOQE_Q_25VXRdn-c
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PostgreSQL NoSQL open up

is its ability to function as both a \
relational and a NoSQL database. Relationa \ Key-Value Column-Family

5"'"-.""1

Advanced support for JSON objects and
not only those, data types, making it a
suitable choice for applications that
require the flexibility of NoSQL with the

reliability and integrity of a relational ical (OLAP) Document
database. D @

@ Q

| i XX

®®e0 0



PostgreSQL NoSQL

1. JSON and JSONB Support

2. Hstore

3. Arrays

Indexing: JSONB supports various indexing techniques, including GIN (Generalized Inverted
Index) and B-tree, which significantly improve query performance.

Functions and Operators: PostgreSQL offers a rich set of functions and operators to
manipulate JSSONB data, such as ->, ->>, #>, #>>, @>, ?, and more.

Syntax: hstore data is represented as a series of key-value pairs.

Indexing: Supports GIN and GiST (Generalized Search Tree) indexes for efficient querying.
Operations: Provides functions and operators for manipulating and querying hstore data,
such as ->, ->>, #=, and concatenation operators.

Syntax: Arrays can be of any data type, allowing for versatile usage.
Operations: Provides a comprehensive set of functions and operators for array
manipulation and querying, such as array_append, array_prepend, unnest, and more.



PostgreSQL NoSQL

4. XML

« XML Functions: Provides functions to parse, query, and modify XML data, such as xpath,
xmlparse, xmlserialize, and more.

5. Full-Text Search
« TSVector and TSQuery: These data types and associated functions enable efficient text search.

* Indexing: Supports GIN and GiST indexes for optimizing full-text search queries.
» Ranking: Provides tools for ranking search results based on relevance.

And many more...



PostgreSQL NoSQL

Postgres: Document Store

JSON

Flexible data storage: PostgreSQL's JSON type allows you to store JSON data directly in your
database, preserving the text representation.

Hierarchical data support: Ideal for applications that need to store hierarchical data
structures.

Easy parsing and generation: JSON data can be easily parsed and generated, making it
straightforward to use with web APIs and applications.

JSONB

Binary storage: JSONB stores JSON data in a binary format, making it more efficient for
indexing and querying.

Performance: Faster to process and allows more complex queries and indexing options
compared to plain JSON.

Operators and functions: Supports a rich set of operators and functions to query and
manipulate JSONB data.



PostgreSQL NoSQL

JSON Examples
* Creating a table with a JSONB field

CREATE TABLE json _data (data JSONB);

« Simple JSON data element:

{"name": "Apple Phone", "type": "phone", "brand":
"ACME", "price": 200, "available": true,
"warranty years": 1}

* Inserting this data element into the table json_data
INSERT INTO json_data (data) VALUES
(" { "name": "Apple Phone",
"type": "phone",
"brand": "ACME",
"price": 200,
"available": true,

"warranty years": 1




PostgreSQL NoSQL

Bridging between SQL and JSON

Simple ANSI SQL Table Definition
CREATE TABLE products (id integer, product_name text );

Select query returning standard data set
SELECT * FROM products;

id | product_name
____+ ______________

1 | iPhone

2 | Samsung

3 | Nokia

Select query returning the same result as a JSON data set
SELECT ROW_TO_JSON(products) FROM products;

{"id":1,"product_name":"iPhone"}
{"id":2,"product_name":"Samsung"}
{"id":3,"product_name":"Nokia"}



PostgreSQL NoSQL

JSON Data Types

1. Number:

= ﬁ(l) gtegndecimal number that may contain a fractional part and may use exponential
on.

= No distinction between integer and floating-point

2. String
- A sequence of zero or more Unicode characters.
- Strings are delimited with double-quotation mark
- Supports a backslash escaping syntax.

3. Boolean
- Either of the values true or false.

4. Array
- Anordered list of zero or more values,
- Each values may be of any type.
- Arrays use square bracket notation with elements being comma-separated.
5. Object
= An unordered associative array (name/value pairs).
- Objects are delimited with curly brackets
- Commas to separate each pair
- Each pair the colon "' character separates the key or name from its value.
= All keys must be strings and should be distinct from each other within that object.

6. null
= An empty value, using the word null



PostgreSQL NoSQL

.{JSON Data Type Example

"firstName": "John", -- String Type
"lastName": "Smith", -- String Type
"isAlive": true, -- Boolean Type
"age": 25, -- Number Type
"height cm": 167.6, -- Number Type
"address"™: { -- Qbject Type
"streetAddress”: "21 Znd Street”,
"city": "New York”,
"state": "NY",
"postalCode™: "10021-3100"
Ly
"phoneNumbers": | // Object Array
{ // Object
"type": "home”,
"number™: "212 555-1234"
b
{
"type": "office”,
"number": "646 555-4567"
b
1y
"children": '

[]
"spouse": null /4 Null



PostgreSQL NoSQL

HSTORE Examples

* Create a table with HSTORE field
CREATE TABLE hstore_data (data HSTORE) ;

* Insert a record into hstore_data
INSERT INTO hstore_data (data) VALUES ('
"cost"=>"500",
"product"=>"iphone",

"provider"=>"apple"');

* Select data from hstore_data
SELECT data FROM hstore_data ;

#r L1

"cost"=>"500", "product"=>"iphone”, "provider"=>"Apple"
(1 row)
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Installation and Configuration

e List of useful tools

Postgres Tools

e Installation

o Lab:Install Admin Tools

= pgAdmin POStg e SQI_

m phpPgAdmin


https://github.com/dhamaniasad/awesome-postgres
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Databases and Database Objects

e Everyinstance of a running PostgreSQL server
manages one or more databases. Databases | o, ... ()
are therefore the topmost hierarchical level for v (§} PostgresaL

. . “ . ” ~ = Databases (2)
organizing SQL objects (“database objects”). > & dvdrental
. ) . * == postgres
e A database is a container of other objects > % Login/Group Roles

such as tables, views, functions, and indexes. > [ Tablespaces (2)

You can create as many databases as you
want inside a PostgreSQL server.



Databases and Database Objects

v = Servers (1)
v §¥ PostgresaL
v = Databases (2)

e A schema is a logical container of tables and v = dvdrental
other objects inside a database. Each 9 Cants
) > %P Catalogs (2)
PostgreSQL database may have multiple > (€, Event Triggers
h > % Extensions (1)
schémas. > = Foreign Data Wrappers

> - Languages (1)
v % Schemas (1)
> & public
> = postgres
> &b Login/Group Roles (9)
> . Tablespaces (2)




Databases and Database Objects

v = dvdrerttal
> 7 Casts
» 4 Catalogs
> 7 Event Triggers
> §extensions
> o Forelgn Data Weappers
> lLanguages

e Tables store data. A table belongs to a i oo
. > i Collations
database and each database has multiple N
tables. | tsras
> TS Templates
> ¥ Forelgn Tables
=
s
> ety
fscr
=gl
> [ inventery
> Elanguage
; %:««ﬂd
: "suff




Databases and Database Objects

e Views are named query stored in the database.
Besides the read-only views, PostgreSQL
support updatable views.

v EServers (1)
v G PostgresaL
~ [ Databases (2)
v = dvdrenal
7 casts
> ¥ Catalogs (2)
> ) Event Triggers
> § Extensions (1)
> o Foreign Data Wrappers
> ©)Languages (1)
v ¥ Schemas (1)
v & public
> Ml Collaticns
> % Domains
> [QFTS Configurations
> [}y FTS Dictionsties
> AaFTSParsers
> FTS Templates
> ¥ Foceign Tables
> () Functions (8)
> | Materialzed Views

> () Procedures
> naSequences (13)
> % Tables (15)
> ) Trigger Functions
> " Types
- Views (7)
> actoe info
> | customer_list
> film_list
> [ nicer_but_slower_film_list
> | sales_by_film_category
> | sales_by_store
> | staff_list




Databases and Database Objects

v Esnvwes())
v Grospesct
v 1 Datadanes ()
v = dviretsl
@can
» W Catalogs (2)
> [, Event Triggers
» §Eatensions (1)

e A function is a reusable block of SQL code that > Sronpcnaimgpn

» Ellanguages (1)

returns a scalar value of a set of rows. o

> )i Colations
> @ Domans
> [RFTS Corfigurations
3 [l FTS Oxcticnanes
> AaFTSParsens
> | FTS Templates
> I Foreign Tadles
v ) Functons ()
(1) grovp_concanen, o)

(2] Shmun_stockip,fim ) integer, p,stoe d nteger, OUT p_film_court nteger)
(1) e ro_in_stociip S id ntegu, p_store_id isteger, OUT o m._count integer)
{7} get_customes_balance(p customee id nteger, p_effective_date tmestamp mithaut time 200e)
(7 iwectony_heid Dy _costomer(p_imvinony.d intege)
(7] ventory_in_stockin nventocy S teger)
{1 s day(tmestamp withont teme 2008}
(7] rewatds_repocimin_monthly_purchases integer, min_doflaramount_parchased rumeric)
> 1 Matenakded Views
> {)Procedures
> wISaguences
» BiTables (18)
> ) Triggie Functions
> Tes
> 1 Views




Databases and Database Objects

v EServens (1)
~ ¥ PossyresaL
v [ Databases (2)
v = dvdrental
@ Canns
> W catalogs (2)
> U Evectt Triggers
> §Extensions (1)

e Sequences are used to manage auto- ity

v ¥ Schemas (1)

increment columns that defined in a table as a i ¢ v

? % Domains
e > [ FTS Corfigurations
serial column. s
> M FTSParsers
> FTS Teerglates
> B Foreign Tables
» ) Functens ()
3 10 Matersabzed Views
> ) Procedures
v 1.3Sequences (13)
1300300 _actor id_seq
.3 addeess_address id_seq
L3 CNgOry_categiry i seq
10ROty d seq
13 Country_country_i_seq
3 Customer_customer_id_seq
o3 filen_fdm_id_seq

v aotaff_staff_53_seq
s 2xiore gtoce id 39
> P Tables (19)
> ) Trigger Functions
? Types
» Views




Databases and Database Objects

~ = Servers (1)
~ (3§ PostgresaL
w = Databases (2)

e PostgreSQL introduced extension concept v = dvdrental
since version 9.1 to wrap other objects > E)Casts
> %P Catalogs
including types, casts, indexes, functions, etc., > [, Event Triggers
into a single unit. The purpose of extensions " ‘@%“:T;;:T 2
is to make it easier to maintain. > = Foreign Data Wrappers

*» . lLanguages
> %P schemas (1)
* == postgres
> & Login/Group Roles (9)
> [ Tablespaces (2)



Databases and Database Objects

e Identify Database Objects

o 7-Use Admin Tools to Identify Database Objects

e Managing Databases

o 8-Create, Alter, Get Info, Delete Databases

Postgre SQL


https://drive.google.com/open?id=1eHZpoXrf5Si-SEawwJseK-FGVVhxq5gHU5dMLctpfHk
https://drive.google.com/open?id=1eHZpoXrf5Si-SEawwJseK-FGVVhxq5gHU5dMLctpfHk
https://drive.google.com/open?id=1eHZpoXrf5Si-SEawwJseK-FGVVhxq5gHU5dMLctpfHk
https://drive.google.com/open?id=1eHZpoXrf5Si-SEawwJseK-FGVVhxq5gHU5dMLctpfHk
https://drive.google.com/open?id=1Stz3CJHNDNe0SQHDef_MkL8WYiJXr-xQmhGIjW_oFFs
https://drive.google.com/open?id=1Stz3CJHNDNe0SQHDef_MkL8WYiJXr-xQmhGIjW_oFFs
https://drive.google.com/open?id=1Stz3CJHNDNe0SQHDef_MkL8WYiJXr-xQmhGIjW_oFFs
https://drive.google.com/open?id=1Stz3CJHNDNe0SQHDef_MkL8WYiJXr-xQmhGIjW_oFFs
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Managing PostgreSQL users and roles open up

e PostgreSQL uses the roles concept to manage
database access permissions.

e Arole can be a user or a group, depending on
how you setup the role. &
PG Role

e A role that has login right is called user.

e A role may be a member of other roles, which
are known as groups.



Users, groups, and roles open up

e Users, groups, and roles are the same thing in PostgreSQL, with the only
difference being that users have permission to log in by default.

e The CREATE USER and CREATE GROUP statements are actually aliases
for the CREATE ROLE statement.

LOGIN
[CHEATEUSEH} — [GHEHTE HULEJ o [ PERMISSION J




Databases and Database Objects

e Managing PostgreSQL users and roles

o 9- Manage Users or Roles

Postgre SQL


https://docs.google.com/document/d/14eytrjimiDaY-pdSwezliV-eKsaf0S5YkXV6RUvqMyw/edit?usp=sharing
https://docs.google.com/document/d/14eytrjimiDaY-pdSwezliV-eKsaf0S5YkXV6RUvqMyw/edit?usp=sharing
https://docs.google.com/document/d/14eytrjimiDaY-pdSwezliV-eKsaf0S5YkXV6RUvqMyw/edit?usp=sharing
https://docs.google.com/document/d/14eytrjimiDaY-pdSwezliV-eKsaf0S5YkXV6RUvqMyw/edit?usp=sharing

More on roles open up

e PostgreSQL lets you grant permissions directly to the database users.
However, as a good practice, it is recommended that you create multiple
roles with specific sets of permissions based on application and access
requirements. Then assign the appropriate role to each user.

e The roles should be used to enforce a least privilege model for accessing
database objects.



More on roles

e The recommended approach for setting up fine-grained access control in
PostgreSQL is as follows:

o Usethe master user to create roles per application or use case, like readonly and
readwrite.

o Add permissions to allow these roles to access various database objects. For example,
the readonly role can only run SELECT queries.

Grant the roles the least possible permissions required for the functionality.
Create new users for each application or distinct functionality, like app_user and
reporting_user.

o Assign the applicable roles to these users to quickly grant them the same permissions as
the role. For example, grant the readwrite role to app_user and grant the readonly role to
reporting_user.

o Atany time, you can remove the role from the user in order to revoke the permissions



More on roles

e The recommended approach for setting up fine-grained access control in
PostgreSQL is as follows:

% 2\ R A
. S ————— PG User = 2 G -
. PG User for EoUeer Roles granted PG Permissions 2
——— Application  \_ = 1o Users Role granted to Roles
Application #1 Privileges
G )
— R ————— S Roles granted
PG User
. e PG User for [ S to Users
~——=  ppicaton b
Application #2

e PG Userfor | R l
“——=  pplcation =

Application #3
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